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Why Filters are Not the Answer’

In 1998, Congress passed the Child Online Protection Act (COPA), which
required age verification screens for websites containing material “harmful to minors.
COPA was an attempt to remedy the defects that the Supreme Court found in the
Communications Decency Act (CDA). With COPA, Congress “created what it believed
was a statute that would protect children from exposure to obscene professional
photography without obstructing adult access to material that the First Amendment
protects.” However, the Supreme Court subjected COPA to strict scrutiny and found
that the Government did not meet its burden of proof in showing that less restrictive
alternatives (especially filters) would be less effective.® Justice Breyer, joined by Chief
Justice Rehnquist and Justice O’Connor, dissented, arguing that Internet filtering
software, “as presently available, does not solve the ‘child protection’ problem” because
it suffers from “serious inadequacies that prompted Congress to pass legislation instead
of relying on its voluntary use.”

Filters have until now been the best choice for blocking pornographic Internet
content. Thus, most anti-pornography groups have enthusiastically promoted the use of
filters. Certainly, although filters are expensive and deplete computer efficiency, filters
are better than nothing; they block sites that use any of a list of sexual terms and other
signals of inappropriate material that the technology can be programmed to detect. But
the best filters, relying as they must on technology rather than human review of every
site, miss things, especially images without text and misspelled or disguised terms.
Further, pornographers are developing technology for evading filters as fast or faster than
filter companies can upgrade filters. Finally, and most importantly, anyone with
technological skills (or who has a friend with technological skills or access to a chat
room) can get past a filter. One hundred percent of the many teenagers interviewed at
random by CP80 volunteers could easily explain how to circumvent the most
sophisticated filters. They described filters as less than a bump in the road to accessing
the most potent forms of obscenity. Yet, parents and schools and employers bask in a
false sense of security because they believe their filter is doing the job. Even more
disturbing, the Supreme Court is using the existence of filtering devices as an excuse to
strike down the attempts of Congress to do something to protect our children from
Internet pornography. Thus, although marginally helpful, filters have become part of the
problem.

This paper will discuss five reasons why filters are inadequate to protect against
Internet pornography. First, filters are under-inclusive; they do not identify and block all
inappropriate or obscene content. Second, filters erroneously block a great deal of useful
Internet content that is not harmful to children. Third, filters are easily circumvented.
Fourth, filters cost money and require installation and maintenance. Because they are
simply optional, filters are underused. Fifth, filters drain computer processing efficiency,
making computers slower and limiting the range of functions they can perform. Because
of these reasons, neither parents nor the government should “rely exclusively on
[filtering] technology to protect ... children,” for, “despite the availability of filtering
software, children [are] still being exposed to harmful material on the Internet.”
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1. Under-Inclusion

The first reason why Internet filters are an inadequate and unreliable is that no
filtering technology is yet capable of blocking all undesirable sites. A Kaiser Family
Foundation study found that, at their most restrictive settings, Internet filters were unable
to block about ten percent of pornographic websites.” An unrelated, but earlier, study
conducted by Christopher Hunter found that filters failed to block objectionable content
(which included violence, pornography, and language) 25% of the time.? It is estimated
that approximately 372 million pornographic web pages exist.” This means that, if all
parents, schools, libraries, and other internet-enabled computer providers utilized Internet
filters on their most restrictive settings, children would still be exposed to and
unprotected from at least 37 million pornographic web pages, and possibly as many as
90-100 million.*®

The gaps in filter protection occur for various reasons. Filtering systems that rely
on established lists of pornography sites to filter out indecent websites quickly become
outdated.'! Filtering systems that analyze the text on websites fail to block sites that
“consist mainly of indecent images without text.”*? Also, “Web site publishers can...use
image files to place words on the screen that a filter cannot ‘see.””*® Further,

Accurate filter operation is also increasingly frustrated with clever tricks

used by the Internet's pornography promoters. Words that may be in a

filter's dictionary of target keywords can be written in code or simply

altered to fool automated filtering. . . . There is currently no technology

protection measure that can effectively protect against access to harmful

visual depictions.**

Because Internet pornographers are currently “using creative techniques to get around ...
filtering software,”" children are still at risk when online.

2. Over-Inclusion

Because many filters are based on textual analysis, they block many useful
websites that are not pornographic. “Filters generally cannot construe the context of the
supposed objectionable term or phrase,” and will therefore “deny access to innocuous
web pages.”™® An obvious example is a filter that uses textual analysis set to block
pornographic websites using the word “breast.” It would also deny access to web pages
with information on “women and cancer (‘“breast” cancer), neonatal health (‘“breast”
feeding), and chicken recipes (chicken “breast”).17 Similarly, a block on the word “sex”
blocks cites that have data on gender studies, dog breeding, and color blindness.
Christopher Hunter’s study also found that filters “improperly blocked 21% of benign
content.”'® Furthermore, “overinclusive filters cause particular damage to any content
dealing with gays, safe sex material, and left-leaning political groups.”®

In an attempt to address the notorious problem of under-inclusion, “some filter
manufacturers make sure that their filters preference over-inclusion.”®® The National
Research Council found that “[b]ecause most filters are deployed to forestall complaints,
and most complaints are more likely to be received about underblocking rather than
overblocking, filter vendors have more incentive to block content that may be
controversial than to be careful about not blocking content that should not be blocked.”?
The report cited two other reasons for overblocking. First, filters cannot keep up with
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changes on web pages. A site that may have been blocked for good reason in the past
may “post new information” that is “completely innocuous.” Second, if a site contains
both appropriate and inappropriate material and the filter is incapable of separating the
material, it will usually block the entire site or web page.?®

Another threat is described by Lawrence Lessig, a prominent scholar in free
speech jurisprudence:

There is a lot of good evidence about how poorly this technology filters

cyberspace: how it filters the wrong type of material. There are also more

insidious examples of what the companies that release this software do.

For example, if you become known as a critic of that software,

mysteriously your Web site may appear on the list of blocked Web sites,

which becomes an extraordinary blacklist of banned books. The problem

with this blacklist of banned books is that the public cannot look at it.?*

As Justice Breyer stated, a “[filter] blocks a great deal of material that is valuable.”?

3. Easy Circumvention
“[T]he high level of computer literacy of children allows them to bypass filters

through tricks that go undetected by their less computer savvy parents.”?® The National
Research Council identified various ways in which children can get around filtering
software.?” For example, youth can uninstall the filter, disable the filter (in many homes,
the “resident teenager serves as the de facto system administrator because of superior
technical knowledge”), access the web page indirectly through a proxy, find a different
click route to the page, and “manipulate the reload/refresh and back/forward keys.”28

In addition, “inappropriate material ... can flow to a child through routes other
than web sites—peer-to-peer file transfers, e-mail attachments, and so on.”*® The ICPA
makes posting such material onto Community Ports illegal, and will be an important
weapon even in protecting kids from each other.

4. Cost, Complexity and the Underuse of Filters

Justice Breyer stated that “[f]iltering software costs money.”30 Although “[f]ilters
are perhaps the most widely deployed of all technological tools intended to protect
children from exposure to inappropriate material,” they are severely underused.** About
one in four families that have Internet access use some form of parental controls (either
store-bought or 1SP-provided filtering software).® This means that, “as a percentage of
all children using the Internet, the fraction whose Internet access is filtered apart from
school usage is small.”® The “existence and the benefits of filters remain unknown to
many parents,”** and, for a variety of other reasons, “including cost of blocking
technology and parental ... naiveté and indifference, many parents don’t use screening
technology.”®

Conclusion
The proof is in the pudding. Internet filters have been available for many years.
Children are still accessing pornography on the Internet. For example, a 1999
TIME/CNN teen poll found that 44% of teens between 13-17 years old had seen
“websites that are X-rated or have sexual content.”*® An Australian study in 2003 found
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that 84% of boys and 60% of girls ages 16-17 had accidentally entered pornographic web
sites.” Even worse, 38 % of the boys admitted to having “deliberately searched the
Internet for pornography.”® These figures are sobering, but in the years since these
studies were conducted, the access of underage Internet users has skyrocketed. Recent
studies regport that roughly 78% of America’s youth ages 2-17 have access to the
Internet.?

Relying on filters has become dangerous. Filters lure us (and more importantly
the Supreme Court) into thinking the problem with Internet pornography is under control.
Talk to teenagers who will be honest with you (probably not your own kid), and you will
discover a generation drowning in vivid images of behavior many of us would find
unimaginable. Internet use begins young; as soon as a child enters puberty (or thinks he
or she should be interested in such matters), curiosity and peer pressure drive them to see
what their friends are seeing and, ultimately to prove they “fit in,” to do what their friends
learned to do on the Internet. They have moved far past what parents believe their filters
block.
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